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(54) Database network 

(57) A method and apparatus for publishing and 
receiving events to a network (120). A plurality of "pub- 
lisher" entities publish information and a plurality of 
"subscriber" entities request and use the information. 
Publishers (102, 110, 116) and subscribers (104. 112, 
118) are connected to each other through a network 
(120). The network (120) is a "store and fonward" net- 
work whose routing is "content-t)ased." The basic 
quanta of information is called an "event." Publishers 
(102, 110. 116) publish events and subscribers (104, 
112. 118) subscribe to events that match criteria 
defined by the subscriber (104, 112, 118). Publication 
and subscription are performed asynchronously. Pub- 
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lishers (102, 110, 116) and subscribers (104. 112. 118) 
do not have direct knowledge of each other. The system 
(100) receives a published event from a publisher (102, 
110, 116) and routes the event to all appropriate sub- 
scribers (104, 112, 118). Each subscriber (104. 112, 
118) is guaranteed to receive all events published on 
the system (100) if. and only if. they match the subsaip- 
tion criteria specified by the subscriber. A legacy data 
base can be added to the network by way of a data base 
connector, which can be a publisher, a subscriber, or 
both. 
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Description 

Appendices 

5 Appendix A. which is a part of this specification and is herein Incorporated by reference, contains a summary of 
exemplary system events that can be passed between hubs In a preferred embodiment of the present 

Background of the Invention 

10 This application relates to an information publishing system and, more particularly, to a method and apparatus for 
connecting a legacy data base to an information publishing system. 

Certain conventional systems use a "transactional" model for exchanging information between nodes of data 
processing system. In a conventional transactional model, two applications initiate a synchronous "transaction" that is 
maintained for as long as information is being exchanged between tiie nodes. The transactional nxxlel requires that a 

15 transaction be defined for each business activity. When nodes on widely disparate portions of a network attempt to com- 
municate via the transaction model, it is often difficult to define a transaction that works well on all parts of the system. 
Moreover, a transaction can only involve the nodes that began the transaction. Another node cannot join the transaction 
in tiie middle. This scheme is unsurted for a system in which nodes do not know about all other nodes in the system. 
Many commercial enterprises still use software tiiat was developed long ago and is no longer supported by its man- 

20 ufacturer. Such software is called "legacy software." In addition, many commercial enterprises use commercial software 
products. It is not always possible or desirat>le to modify existing commercial software and legacy software to operate 
with a new networked system. The commercial software and legacy software may be very complex, making it difficult 
and expensive to nxxJify. A company may be wary of making modifications to a stable system that is working consist- 
entiy Moreover, there may not be any computer programmers at a company who understand the legacy system in 

25 enough detail that they can make modifications to it. Lastly, a company may not have the source code for a legacy appli- 
cation if it purchased the application from a commercial vendor. A company also may not have a legal right to modify 
commercial data base software. What is needed is a way to integrate commercial and legacy data base software into a 
networked system without having to modify the data base software itself. 

30 Summary of tiie Invention 

The present invention overcomes the problems and disadvantages of the prior art by providing a "data base con- 
nector" element that can act as either a publisher or a subscriber in the network. 

The present Invention Is implemented as a type of "middleware." Middleware is software that is located between an 

35 application program and a control-level program. Middleware is "network centric" and does not concentrate on a spe- 
cific user interface or on the organization of a specific database. The described enisodiment includes a plurality of "pub- 
lisher" entities, who publish information, and a plurality of "subscriber" entities, who request and use the information. 
Publishers and subscribers are connected to each otiier through a network. The network is a "store and forward" net- 
work whose routing is "content-based." In a content-based routing system, information is routed based on the content 

40 of the information, and not on the addresses of publishers or subscribers in the system. In the described embodiment, 
information is distributed to many subscribers in parallel. 

In tiie described embodiment, the basic quanta of information is called an "event." Publishers publish events and 
subscribers subscribe to events that match criteria defined by the subscriber. In the described embodiment, events are 
represented by data structures in tiie C programming language, altiiough any appropriate representation can be used. 

45 Publication and subscription are performed asynchronously Publishers and subscribers do not have direct knowl- 
edge of each otiier. The system receives published event from a publisher and routes the event to all appropriate sub- 
scribers. Each subscriber is guaranteed to receive all events published on the system if, and only if, they match the 
subscription criteria specified by the subscriber. 

The described embodiment includes an Application Programming Interface (API) for publishers ard for subscrib- 

50 ers. The API defines a plurality of procedures that allow respective publishers and subscribers to interface to the sys- 
tem. Thus, varicxjs types of publishers and subscribers can be connected to tiie system, as long as tiiey use the 
interiace procedures defined in accordance with the API. TTie described embodiment also includes support for a plural- 
ity of software elements such as common databases, installation and administration tools, and logging facilities. Thus, 
the described embodiment is termed an "enterprise system" because it can be used throughout tiie entirety of a com- 

55 mercial enterprise. 

The described embodiment of the present invention makes it easy to integrate legacy systems, legacy applications, 
and legacy hardware into tiie system and attempts to minimize tiie amount of information that a user must learn to use 
the system. Because communication within the system is based on asynchronous "events," the present invention can 
be implemented on a heterogeneous network that includes both PCs and mainframes executing under various operat- 
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ing systems and running various types of applications. Tlie described embodiment utilizes a distributed-object environ- 
ment and a pretended embodiment of the present invention implements tlie Common Object Request Broker (CORBA) 
standard. 

In accordance with the purpose of the invention, as embodied and broadly described herein, the invention relates 
5 to a method of connecting a data base to a publisher/subscriber networK so that the data base can publish events to 
the network, the method comprising the steps, performed by the data processing system, of: providing a link so that the 
data base can communicate with a data base connector computer program by way of a transaction monitor computer 
program; setting up the data base connector as a publisher hub in the network; receiving input, by the data base, from 
a user that alters data in the data base; informing the transaction monitor that the data has been altered; receiving input 
10 from the user indicating that the altered data should be committed; informing the transaction monitor that the altered 
data is committed; and sending, by the data base connector, in accordance with a message from the transaction mon- 
itor that the data is committed, a published event to the network in accordance with the altered data. 

Objects and advantages of the invention will be set forth in part in the description which follows and in part will be 
obvious from the description or may be learned by practice of the invention. The objects and advantages of the inven- 
ts tion will be realized and attained by means of the elements and combinations particularly pointed out in the appended 
claims and equivalents. 

Brief Description of the Drawings 

20 The accompanying drawings, which are Incorporated in and constitute a part of this specification, illustrate several 
embodiments of the invention and, together with the description, serve to explain the principles of the invention. 

Fig. 1 is a block diagram of a networked computer system in accordance with a prefered embodiment of the 
present invention. 

Fig. 2 is a flow chart showing steps performed to install an application, such as a publisher, on a hub of Fig. 1 . 
25 Fig. 3 is a flow chart showing steps performed by a publisher of Rg. 1 to publish events. 

Fig. 4 is a flow chart showing steps performed by a subscriber of Fig. 1 to subscribe to events. 
Fig. 5 is a block diagram showing details of a hub of Fig. 1 . 

Fig. 6(a) is a diagram showing data structures stored in a memory of the hub of Fig. 5. 
Fig. 6(b) is a listing of details of the data structures of Fig. 6(a). 
30 Fig. 7 is a diagram of additional data structures stored in the memory of the hub of Fig. 5 for the purpose of storing 
information about clients of the hub. 

Fig. 8 shows a format of an envelope data structure of an event. 
Fig. 9 shows a format of a routing block of an event. 

Fig. 10 is a flow chart showing details of steps performed by the hubs of Fig. 1 to populate the data structures of 
35 Fig. 6(a). 

Fig. 11 is a diagram showing examples of the data structures of Fig. 6(a) populated with data. 
Fig. 12 is a flow chart showing details of steps performed by the hubs of Fig. 1 to send published events to sub- 
scribers. 

Fig. 1 3 is a block diagram of a data base application incorporated into the network of Fig. 1 . 
40 Fig. 1 4 is a flow chart showing steps performed when the data base is a subscriber. 
Fig. 15 is a flow chart showing steps performed when the data base is a publisher 

Detailed Description of the Preferred Embodiments 

45 Reference will now be made in detail to the preferred embodiments of the invention, examples of which are illus- 
trated in the accompanying drawings. Wherever possible, the same reference nurrt)ers will be used throughout the 
drawings to refer to the same or like parts. 

I. Overview 

50 

Fig. 1 is a block diagram of a networked computer system 100 in accordance with a preferred embodiment of the 
present invention. Networked computer system 100 includes a plurality of publishers 102, 1 10, and 1 16 and a plurality 
of subscribers 1 04, 1 1 2, and 1 1 8. Publisher 1 02 and subsaiber 1 04 are connected to a network 1 20 through a hub 1 06. 
Publisher 1 10 and subscriber 1 12 are connected to network 120 through a hub 108. Publisher 1 16 and subscriber 118 
55 are connected to network 120 through a hub 114. Hub 106 and its connected publishers and subscribers are in a first 
temtory 130. Hubs 108 and 114 and their connected publishers and subscribers are in a second territory 140. Other 
ten'itories (not shown) also exist in network 120. "Hubs," "publishers," "subscribers," and "territories" are discussed 
below in turn. 

As indicated by dotted lines in Fig. 1, each publisher, subsaiber, and hub can be located in separate computers 
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(102, 104, and 106), in the same computer (108, 110, and 112) or in some combination of separate computers and tlie 
same computer (114. 116, and 118). Hubs can have zero or more publishers and zero or more subscribers. Hubs can 
also be directly connected to other hubs. 

It will be understood by persons of ordinary skill In the art that each computer (represented in Fig. 1 by dotted lines) 

5 includes a CPU, a memory, and input/output lines. These elements are not shown In the figure for the sake of clarity of 
example. Each computer can also include numerous other elements, such as disk drives, keyboards, display devices, 
network connections, additional memory, additional CPUs, etc. The publishers, subscribers, and hubs preferably are 
implemented as software instructions stored in a memory and executed by a processor of a computer system. Usually 
the putDlisher, subscriber, and hub software is executed by a processor of the computer in which the software is stored, 

10 although a processor of another computer system could also execute the software. 

A preferred embodiment of the invention runs under the Solaris operating system, Version 2.4. Solaris Is a trade- 
mark of a registered trademark of Sun Microsystems, inc. in the United States and other countries and is based on the 
Unix operating system. Unix is a registered trademark in the United States and other countries, exclusively licensed 
through X/OPEN, Ltd. Networked computer system 100 uses a network communication protocol, such as TCP/IP, 

15 although any appropriate protocol can be used to implemerrt the present invention 

In the described embodiment, a "publisher" publishes events of certain types on the network 120 and a "subscriber" 
subscribes to events of certain types. The publisher and subscriber operate asynchronously and are unaware of each 
other's existence. Use of a "publish and subscribe" model insulates applications from the network and from each other. 
Publishing can be thought of as broadcasting an event. The event type is analogous to a radio station. Applications 

20 Interested in a particular station subscribe (or tune in to) a specific event type. Just as in radio broadcasting, where all 
parties involved must agree in advance on a set of possible frequencies, applications in tiie described embodiment 
must agree in advance on a predetermined set of event types. 

The described embodiment of the present invention uses "subscription by content." Subscribers specify what they 
want based on an event type and on the content of the event. The described embodiment makes use of "store and for- 

25 ward" techniques for events. This term means tiiat the system buffers event, so that, even if a publisher is off-line, a sub- 
scriber can still retrieve events. Similarly a publisher can publish events even if a subscriber is off-line. 

The described embodiment is managed in units of hubs. A hub, such as hub 106, is a local connection point for a 
publisher and/or a subscriber. Botii publishers and subscribers are called "clients" of hubs. A publisher uses an "adver- 
tisement" to tell the system what types of events It intends to publish and how it intends to publish them (e.g.. daily as 

30 each event trigger occurs, etc). Advertisements are registered witii the hub connected to the publisher during the instal- 
lation of the publisher. An advertisement must have a unique name. In addition to containing a name of an event type 
to be published, an advertisement contains other information about the publisher. This information can Include tiie pri- 
ority level for the published events, for how long the events are valid, etc. Hubs transmit advertisements to ail potential 
subscribers. Hubs transmit published events to all subscribers who have subscribed to events of that type, whose con- 

35 tent matches the subscriber's subscription. 

II. Publishers and Subscribers 

The following paragraphs describe the steps required to create an application (eltiier a publisher or a subscriber) 

40 and to install it on a hub. The following paragraphs further desCTibe the steps performed by an example publisher to 
publish events and by an example siA)scriber to subscribe to events. The described embodiment allows a programmer 
to write software for applications (publishers and subscribers) in a high level language and to interface with the hub 
using routines defined in an API and using event manipulation routines generated for each user-defined event type. 
Fig. 2 Is a flow chart showing steps performed to Install an application, e.g.. a publisher, on a hub. Fig. 3 is a flow 

45 chart shewing steps performed by an installed publisher to publish an event. Fig. 4 is a flow chart showing steps per- 
formed by a subscriber of Fig. 1 to subscribe to events of a certain type and content. As discussed above, both publish- 
ers and subscribers preferably are inplemented as software programs executed by a processor. 

The described embodiment is centered around the sending (publication) and receiving (subscribing) of events. 
Before a pub»llsher can publish events, the publisher must define and advertise the events that it will publish. In order for 

50 the events to make sense, publishers and subscribers need to understand each other. For this reason, tiie described 
embodiment uses a standard specification language to define events. In step 202 of Fig. 2, the publisher defines one 
or more events that can be published by that publisher. The described embodiment of the described embodiment allows 
definition of events using an industry standard Interface Definition Language (IDL). IDL is a standard interface propa- 
gated by the Object Management Group (OMG), although any applicable syntax for describing the structure of the 

55 event could be used in conjunction with the described embodiment. In Step 204, the OMG IDL definitions of tiie events 
are translated Into data structures in the C programming language. 

Assume, for example, that an application publishes "SalesOrder" events. Before the application could be added to 
the system, and assuming tiiat no other applications dealing with SalesOrder events already existed, a programmer 
would define a "SalesOrder" event using OMG IDL as follows: 
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//filename: order:ddl 

interface SalesOrder { 
struct Address { 

string street; 
string city; 
string state; 
unsigned long zip; 

}; 

attribute string customer_narae; 
attribute Address customer_address; 

}; 



The above syntax defines an e\^ent as an "interlace'' and defines the data members in the event as "attributes." 

After one or more events have been defined, the events are translated into structure definitions of the C program- 
ming language. Preferably, this translation is performed by an OMG IDL compiler, which generates a header file and a 
code file for each event. The generated header file contains simple C-language structures that represent the event dec- 
larations for the typed functions defined in the code file. The C structure definition generated for the above example 
event of type SalesOrder is: 

typedef struct SalesOrder_Address { 

nxsString street; 

nxsString city; 

nxsString state; 

nxsULong zip; 
} SalesOrder_Address; 

typedef struct SalesOrder { 

nxsString customer^name; 

SalesOrder_address customer.address; 
} SalesOrder; 



A person of ordinary skill in the art will easily understand how the IDL of the example translates into the C programming 
language structure definitions shown above. 

The code file generated from the event definition contains procedures for manipulating events of the defined type 
(here, for the SalesOrder event). The procedures perform at least the following operations: 

For use bv a publisher: 

Create event of type SalesOrder, 

Publish event of type SalesOrder, 

Destroy event of type SalesOrder 
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For use bv a subscriber: 

Print contents of event of type SalesOrder, 
Register Subscription for event of type SalesOrder. 

5 

A person of ordinary skill in the art will understand that, although the above plurality of procedures is generated for 
each defined event, the operation of the procedures differ due to the differences in the structures of the event. The pro- 
cedures also differ due to the fact that the described embodiment uses typed function to prevent programming errors. 
The process of installing a process application in a hub includes storing one or more advertisements in the hub, as 

10 shown in step 206. These advertisements define types of events that the hub knows about. An advertisement includes 
the name of the advertisement, a description of the event that a publisher publishes (e.g., a SalesOrder event), a 
description of how the publisher publishes its events (e.g., daily, when an event trigger occurs, etc.). the name of the 
event type, the priority level of the events, and the expiration time on the events (also called "time-to-livel. Although not 
shown in the Figure, the described embodiment also allows access control permissions for the various event types to 

IS be set. 

The described embodiment also includes predefined routines in an API, which are available to the publisher and 
subscriber software and which include routines to perform at least the following functions: 

Register a client, 
20 Reestablish a client with an existing session, 

Unregister a client. 

Registering intent to publish, 

Unregistering a publication, 

Publishing an event, 
25 Subscribing to an event, 

Reactivating an active subscription to an event, and 

Cancelling a subscription. 

Other APIs in accordance with the present invention may include somewhat different API functions. In addition, the 
30 API preferably includes a "can_subscribe" routine and a "canjDublish" routine that return a Boolean value indicating 
whether the calling application can subscribe to or publish events of a certain type. The API also includes a 
"get_current_envelope" routine that returns information about the publisher of an event and how the event was pub- 
lished. (This routine can only be called from the call-back procedure). A call-back procedure is called. e.g., when a sub- 
scriber receives an event. Fig. 8 shows a format of an envelope data structure for an event, which is discussed below 
35 in connection with event routing. 

It will be understood that when the event description for a publisher or a subscriber is initially translated into, e.g., 
C, the event header file, whose generation is discussed above, is included within the application software source code. 
Thus, in the example, the publisher has access to the definition of the SalesOrder event. The translation also links the 
event manipulation routnes and API routines into the application at this time. The hub, along with other hubs, transmits 
40 a notice of the advertisement existence to potential subscribers, as discussed below. 

Once a publisher is installed in a hub, it is free to publish advertisements and events. Fig. 3 is a flow chart showing 
steps performed by a publisher of Fig. 1 during operation of the publisher. Steps involving a call to the event manipula- 
tion rcxjtines that are created by compiling the IDL are indicated by an asterisk in the Figure. 

As shown in step 302 of Fig. 3, the publisher first registers itself as a client with the hub to which it is connected. 
45 The publisher next advises the hub of which "advertisement" it will use when publishing. An advertisement represents 
an "intent to publish" and tells the hub what type of event the publisher will be publishing. To advise the hub in step 302, 
the publisher tells the hub the name of an advertisement that has been previously installed in the hub (see Fig. 2). 

In step 304, the publisher waits until it is time to publish an event. Some publishers, such as in the example above, 
publish each event at the time that it occurs. Other publishers wait until a specified time, such as once a day, and publish 
50 all unpublished events at that time. For example, a first publisher may publish an event whenever a human operator 
enters a sales order into the system. A second publisher may publish the same type of event on an hourly basis. Once 
the publisher determines that an event is to be aeated, it calls (in step 306) one of the event manipulation routines that 
creates a C structure having the proper format for the event to be published. 

In step 308. the publisher calls one of the event manipulation routines to publish unpublished events as discussed 
55 below in more detail. In step 310. the publisher calls one of the event manipulation routines to destroy the published 
event. (In general, in the described embodiment, whatever entity is responsible for allocating an event is also responsi- 
ble for destroying that event.) 

In step 312. the publisher determines if it should cease execution. If not. control returns to step 304. If so, in step 
314, the publisher unregisters itself with the hub and ceases execution. Advertisements are kept in the hub to indicate 
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that a publisher could execute and send those events. This Information Is needed to build routes to subscribers, as 
desaibed below. Although not shown in the Figure, other publishers connected to the same hub may operate asynchro- 
nously with the steps of Fig. 3. 

Subsaibers subscribe to events of particular event types. Fig. 4 Is a flow chart showing steps performed by a sub- 
scriber of Fig. 1 during operation of the suk>scriber. The subscriber first registers Itself as a client of the hub. Then for 
each subscription, it registers a "call-back" procedure. 

As shown in step 402, the subscriber next registers itself as a client with the hub to which it Is connected. The sub- 
scriber then registers a "subscription" for the event type that it wishes to receive through the hub. (The subscriber can 
look at the hub to see what types of events are advertised.) A subscription specifies a type of event, and can further 
specify a "filter" Indicating that the subscriber wishes to receive only events of a certain type that also have certain val- 
ues In certain fields. 

In step 404, for each subscription, the publisher defines a predetermined "call-back" procedure. The call -back pro- 
cedure will be Initiated by the hub whenever the hub determines that the subscriber has received an event of a certain 
type. The format of the callback may be different for each operating system on which the present invention Is imple- 
mented and the call-back procedure can be practically any procedure that is performed when an event is received. For 
example. In step 406 of Fig. 4, the call-back procedure could print the contents of the event (using one of the event 
manipulation procedures designed to print an event of that type). Because a call-back procedure is defined for each 
subscription, a call-back procedure must be defined for each type of event to which the subscriber plans to subscribe. 
In the described embodiment, an event passed into a call-back procedure Is destroyed when the call-back procedure 
returns. Thus, If the subscriber wants to ke^ any information of the event, the information should be copied out of the 
event within the call-back procedure. 

The subscriber loops until it Is time to cease execution (see step 408). The call-back procedure may be activated 
zero, one, or many times during this loop, as events of the specified type and values are received by the hub. If an event 
subscribed to by the subscriber is received, the call-back procedures is executed in step 406. If. In step 408. the sub- 
scriber determines that It is time for It to quit, the subscriber optionally unregisters its subscription, unregisters Itself with 
the hub, and ceases execution. Subscriptions can also be retained In the hub, to receive future events while discon- 
nected. The hub will queue events arriving for the subscriptions. Although not shown In the Figure, other subscribers 
connected to the same hub may perform steps asynchronously with the steps of Fig. 4. 

The following examples are written in the C programming 

language and show example software for a publisher and subscriber. 
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* publishx 
V 

#include <nexus.h> 

#include "nxs.output/order.nxs.h" 

int mainO 
{ 

SalesOrder 'event; 
nxsCIientID id; 
nxsPublicationID pub Jd; 



/* Register the Client and the publication */ 
nxsCreateClient ("order publisher", NULL^LL, 0, «ad); 
nxsRegisterPublication (id, "order.advertisemenf *, &pub.id); 



/* Create the event V 

event = nxsCreate.SalesOrderO; 

event- >customer.name = "Jim Nexus"; 

event->custonier.address.street = "12345 Anistreet"; 

event->customer.address.city = "Mountain View"; 

event- >customer.address,state = "CA"; 

event- >customer.address.zip = "95000"; 



/* Publish Event V 

nxsPublish.SalesOrder (id,pubjd,event,0,0) ; 



/* Clean up V 

nxsDestroy.SalesOrder(event); 



/* Unregister the publication and client */ 
nxsUnregisterPublication (id,pub.id); 
nxsDestroyClient (id); 
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return (0); 

} 

/♦ 

* subscribe.c 
V 

#include <nexus.h> 

#inclixde "nxs.output/order.nxs.h" 

/* Callback function to be called when each event is received */ 
void eventcallback ( 

nxsClientID id, 

nxsSubscriptionID sub,id, 

nsxULong seq.nuin.high, 

nsxULong seq.numJow, 

SalesOrder *the_event, 

void 'client data) 

{ 

char *st; 

printfC'Event receivedlXn"); 

st = nxsStringily.SalesOrderfthe.event); 

printf(st); 

free(st); 

} 

int main(int ar;gc, char **argv) 
{ 

Sales Order *event; 

nxsClient ID id; 

nxsSubscriptionID subjd; 

/* Register Client and subscription */ 

/* (Only subscribe to specific ZIP codes) */ 

nxsCreateClient ("order subscriber",NULL,NULL, 0,&id); 

nxsRegistetSubscription SalesOrxler(id, 

"customer address^ip == 95000", 

event.calIback^LL,&sub.id) ; 
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/* Main loop V 
nxsMainLoop(id); 

5 

r Unregister subscription and client */ 
nxsUnregister Subscription (id,sub.id); 
nx5DestroyClient(id) ; 

TO 

return(0); 

} 

75 



III. Hubs 

20 Fig. 5 Is a blockdiagram Showing details Of hub 106 of Fig. 1. Hubs 108 and 114 of Fig. 1 , and indeed all other hubs 
in the described embodiment, have a similar structure. Hub 106 is connected to remote hubs 108 and 114 via network 
120 (or directly) and to zero or more publishers 102 and zero or more subscribers 104. Hub 106 also receives informa- 
tion 530 relating to hub administration, information 532 relating to management of its clients (publishers and subsalb- 
ers), and Information 536 relating to system event management. 

2S All input and output to and from hub 1 06 is queued. For example, events received by hub 1 06 from remote hub 1 08 
and from publisher 102 are stored in event priority order in respective event queues 502, 504 until hub 106 has time to 
process them. As a further example, events to be sent by hub 106 to remote hub 1 14 and to subscriber 104 are stored 
in event priority order in respective event queues 506, 508 in memory until hub 106 has time to send them. Hubs dis- 
tribute events using a f irst-in, first-out policy. This means that all events having a same priority level will be delivered by 

30 hub 1 06 in the order that they are accepted from the publisher. All events with a higher priority level are delivered earlier 
than waiting events with a lower priority level. The described embodiment guarantees to keep the ordering of like-events 
from a single publisher as the events move though the system. This is important, for example, in transaction processing 
where an order of updates must be maintained. Inter-publisher ordering is not guaranteed, since it depends on routing 
and availability issues. 

35 Fig. 5 also shows the following functional blocks inside hub 106: client nr\anagement block 510, event management 
block 512, preprocessor block 514, store block 516. match block 518, and remote administration block 520. Client man- 
agement block 51 0 deals with registering and unregistering clients. Event management block 51 2 deals with managing 
system events, such as receipt of new connections, types, routings, advertisements, and subscriptions. Pre-process 
block 514 performs tasks such as adding envelope information to an event. Store block 516 is a memory of the hub. 

40 Match block 518 adds routing information to events, filters events in a manner described below in connection with event 
routing, and routes events to appropriate other connected hubs. Remote administration block 520 performs system 
administration tasks. 

Fig. 7 is a diagram of data structures stored in a memory 690 of hub 1 06 of Fig. 1 that is accessible by all the func- 
tional blocks of Fig. 5. The data structures include a table of installed advertisements 700, a table of registered clients 
45 730, a table of registered publications 760, and a table of registered subscriptions 770. Data is placed in the data struc- 
tures of Fig. 7 as the publisher and subscriber perform the various steps of Figs. 2, 3, and 4 as follows. 

Step 202 of Fig. 2 fills entries of installed advertisements table 700. 

Steps 302 and 402 of Figs. 3 and 4 fill entries of registered clients table 730. The user name field 734 and user 
password field 736 may have a NULL value to indicate that the current user ID should be used. Hub name 737 and ter- 
so ritory name 740 can be set to NULL to indicate use of a default hub and territory. Flags 742 include, for example, a 
Boolean value "call-back-on-any-thread," which indicates that event call-backs come on new threads. 
Step 302 of Fig. 3 also fills entries of registered publications table 760. 

Advertisement name 764 is the name of an advertisement that has been installed in the hub. Step 404 of Fig. 4 also 
fills entries of registered subsaiptions table 770. Content filters 774 are discussed b^ow. A name of a callback proce- 
ss dure is kept locally in the subscriber (by the C API). The API finds the callback from the subscription ID. A client data 
field, which is also kept by the API, allows information associated with the subscription to be passed back with each 
event callback. The information that is passed back has meaning to the subscribing application. 

The following paragraphs describe the various types of content filters that can be specified by a subscriber when it 
registers a subscription. As shown in the above example, subscribers can request that the hub filter the incoming flow 
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of events and only pass events to the subscribers that match certain criteria. A filter preferably is specified as a expres- 
sion string sent by the subscriber as a parameter to the routine for registering subscriptions. The expression string syn- 
tax for a content filter in the described embodiment is as follows. (Of course, any appropriate syntax could be used): 



5 





symbol meaning 


types allowed for 






equal to 


all basic types 






not equal to 


all basic types 


10 


> 


greater than 


numeric and string types 




>=, <= 


greater than or equal 


numeric and string types 




and 


logical AND 


expressions or Booleans 


15 


or 


logical OR 


expressions or Booleans 




not 


logical NOT 


expressions or Booleans 



20 Event attribute names are used to denote which field In the event should be compared. Sub-fields (those inside 
structures) are specified using dot notation. Names can also be enumerated types, as is Known to persons familiar with 
the C programming language. Once a content filter has been specrfied, it is used during event routing as described 
below in connection with Figs. 8-12. Information describing each content filter for a subscription is stored in field 774 of 
Fig. 7. 

25 Fig. 6(a) is a diagram showing data structures stored in a memory 690 of hub 1 06 of Fig. 5. All hubs contain similar 
data structures. The described implementation uses a distributed objects model, but any appropriate organizational 
structure could be used. Details of the data structures of Fig. 6(a) are listed in Fig. 6(b). Ideally, the data structures of 
Fig. 6(a) describe all advertisements in the system and indicates a neighbor hub to which the cun-ent hub should send 
events of certain types. Figs. 1 0 and 1 2. respectively, describe the steps to populate the data structures of Fig. 6(a) and 

30 to use to the data structures of Fig. 6(a) to route events among the hubs. Fig. 1 1 shows an example of the data struc- 
tures populated with data. 

Hub 106 (the "current hub") includes data objects representing: each client of the current hub that is a subscriber 
(indicated by "Client" 684 and "S" 695) and each neighboring hub connected to the current hub ("Neighbor A" 696 and 
"Neighbor B" 697). TTie current hub keeps track of the subscription objects of its neighbor hubs. Subscription objects 

35 "S" 650 represent all subscribers that can be reached through the respective neighbors. Each neighbor object has two 
associated cost values: "mycost" and "theircost". "Mycost" represents a cost of sending information from the cun-ent 
hub to the neighbor. "Theircost" represents a cost of sending information from the neighbor to the current hub. "Their- 
cost" used to define a route, as described below. The subscribing hub will ask the "publishing" hub with the lowest "their- 
cost" to fonward the events. "Mycost" preferably is only used to inform the neighbors of how much it would cost to the 

40 current hub to send information through that link. A "cost" may be figured in a number of ways. For example, a cost may 
represent a f inandai cost, a cost in units of time, a cost as a measure of convenience, or any other appropriate cost. 

Hub 106 contains a ("RemoteAd") object for each advertisement that has been registered in the system (I.e., for 
each intent to publish, step 202 of Fig. 2). Each RemoteAd object points to one or more "AdSource" objects, each of 
which represents a path between the current hub and the hub on which the publisher of the ad resides. Each AdSource 

45 object stores a cost associated with its path to the original publisher of the ad. Thus, the "cost" value for each AdSource 
contains the total cost for sending an event from its source to the neighbor of the current hub or, alternately, to the cur- 
rent hub. 

Each AdSource object has an associated list of "sink objects." (SinkCa and sinkNb preferably are located in a sin- 
gle list, although not shown that way in the Figure.) Each sink object has an associated list of subscriptions. For exam- 
50 pie, SinkCa has a list 505 of all subscriptions of Client 694 that matched to the advertisement of RemoteAd 510. 
Similarly. SinkNb has a list 515 of all subscriptions of Neighbor B (and of all subscriptions that can be reached through 
Neighbor B) that have matched the advertisement of RemoteAd 510. 

Each neighbor object also has an associated AdSourceRef list that points to AdSources for all paths between a 
publisher and the neighbor. The paths are used for routing system events between hubs, as described below. 

55 

IV. Event Routing Between Hubs 

Fig. 10 is a flow chart showing details of steps performed by hubs 106. 108. and 1 14 of Fig. 1 to populate the data 
structures of Fig. 6(a). These steps are performed, for example, when the network is first initialized. Subsequently, var- 
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ious hubs may issue "system events" to tell other hubs that changes have occurred in hub connections, event types, 
advertisements, routings, subscriptions, etc. Appendix A. which is a part of this specification and is herein incorporated 
by reference, contains a summary of exemplary system events that can be passed between hubs in the described 
embodiment. 

5 In Fig. 1 0, the name of the system event of Appendix A that affects a step in the flow chart is shown next to the step. 

In step 1002. hubs send system events to each other to define the physical connections between hubs in the network. 

Each hub creates neighbor objects representing physical connections to Its neighbor hubs (see Fig. 6(a)). In step 1004, 

the hubs send system events to each other to define the types of events for which advertisements can be published. 

Each hub makes sure it knows all the events. This step is performed when adding a hub to a territory. In step 1 006, hubs 
10 that are connected to a publisher send system events to other hubs, which are fonwarded among the hubs, to distribute 

advertisements among the hub. For example, the system event 

NXS_SYS_EVENT_CREATE_NEW_ADVERTISEMENT of Appendix A causes the creation of RemoteAd objects in the 

hubs (see Fig. 6(a)). 

In step 1008, hubs that are connected to a publisher send system events to other hubs. The system events are for- 

15 warded among the hubs to determine routes from the publisher's hub to other hubs. (The system event 
NXS_SYS_EVENT_NEW_ROUTES causes the creation of AdSource objects In the hubs (see Fig. 6(a)). To register 
the existence of a route, an initial hub sends a system event to its neighbors, containing an advertisement name/ID, its 
(the publishing hub's) name and territory, and a cost associated with sending an event from the publishing hub to the 
current hub. In the described implementation, the cost is initially set to zero. Each neighbor hub repeats this process, 

20 adding the cost of the connection over which that hub received the event. In each hub, if this is the first route to the hub, 
then the local clients are checked for subscription matches (This action may result in a NEW_SUBSCRIPTION system 
event to the sender of NEW_ROUTES). Each route is considered separately for fonwarding. The route is not fonwarded 
to the hub from which it was received, to the originating hub, or to a hub that has already seen the event (determined 
from the routing list, as discussed below). The route is only fbnwarded to other hubs if rt Is the first route for the 

25 RemoteAd or if it is the second route and the destination hub is the current route provider. 

In step 1010, hubs connected to a subscriber send system events to other hubs to register a subscription against 
an advertisement known about by the other hubs. (The system event NXS„SYS_EVENT_NEW„SUBSCRIPTIONS 
sends subscriptions to other hubs, see Fig. 6(a)). A hub receiving the system event creates a subscription object (see 
Fig. 6(a)) and tells the RemoteAd about it. An AdSource having a least-cost path is called the current AdSource. The 

30 RemoteAd tells the current AdSource. which creates a sink and a subscription object of the Neighbor object (if a sink 
and a subscription object do not exist). The sink then adds a Subscription Ref entry (e.g.. 505. 512) for the subscription 
object. If the advertisement was received from another hub. the cun-ent hub fonwards a system event for the new sub- 
scription to the neighbor that is a part of the current least-cost route. 

This fonwarding of subscriptions to other hubs Is an Important aspect of the present invention. It essentially creates 

35 a chain of subscriptions from a hub of a subscriber back to the hub of the publisher. This chain follows the least-cost 
route between the publisher and the subscriber. 

Fig. 1 1 shows an example of the creation of a chain of subscriptions from a hub of a subscriber to a hub of a pub- 
lisher. Fig. 1 1 shows five hubs A. B. C. D, and E. Hub A has a connected publisher R Hub C has a connected subscriber 
S. In the example, each connection has a cost of "1 ". Thus, for example, there is a route of total cost = 2 between hub 

40 A and C and a route of total cost - 3 between hub A and C. 

Fig. 11 shows the status of the hubs after step 1010 of Fig. 10. Connections, event types, and routes have been 
distributed among the hubs and the RemoteAd, AdSource, Neighbor, and AdSourceRef objects have been aeated in 
each hub. 

In the example, subscriber S registers a subscription on hub C. (Hub C had previously created a subscription object 
45 1 1 02 when S registered itself as a client. Indicating that the subsaiber S is a client of hub C). Hub C then routes a "new 
subscription system event" (a "subscription") to a neighbor hub that is on a least-cost path to the publisher of the adver- 
tisement for the event. In the example, hub C will route the subscription to hub B, since the cost from hub B to the pub- 
lisher hub A is "1 ". When hub B receives the subscription, it adds a subscription object 1 1 04 connected to a neighbor 
object for hub C, indicating that the subscriber can be reached through hub C. 
50 Hub B then routes a subscription to a neighbor hub that is on a teast-cost path to the publisher of the advertisement 
for the event. In the example, hub B will route the subscription to hub A, since the cost from hub A to itself is "0". When 
hub A receives the subscription, it creates a subscription object 1 106 connected to a neighbor object for hub B. indicat- 
ing that the subscriber can be reached through hub B. Hub A does not route the subsaiption further, since It Is the orig- 
inating hub for the advertisement that is being subscribed to. 
55 Once the data structures of Fig. 1 1 have been established, an event published by publisher P will be sent hub-to- 
hub along the path defined by the subscription objects 1 106. 1 104, and 1 102 until it reaches subscriber S. 

Fig. 12 Is a flow chart showing details of steps performed by the hubs of Fig. 1 to send published events to sub- 
scribers by routing the events through the hubs of the system. The steps of Fig. 12 are performed by 1) a hub that 
receives an event from its connected publisher (step 1202) or 2) a hub that receives an event from a neighboring hub 
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(step 1203). The steps of Fig. 12 are performed by various hubs as each evertt is routed through the system. In the fol- 
lowing paragraphs, the hub performing the steps of Fig. 12 is termed the "current hub." 

If the current hub receives an event from one of its connected publishers (step 1202). the preprocessor 514 of the 
cun^ent hub initially adds an "envelope" to the event (step 1204). A format of an event envelope is described below in 

5 connection with Fig. 8. Preprocessor 514 then determines in step 1 204 whether the event type of the event is registered 
in the hub. If not. the publisher cannot publish the event. If so, in step 1206. the hub places the event in the hub's incom- 
ing event queue for further processing. In the described embodiment, the event queue discards duplicate events (as 
determined by a sequence number or time stannp of the event envelope). 

If the current hub receives the event from a neighboring hub (step 1203). the neighboring hub places the event in 

10 the incoming event queue of the current hub. 

In step 1208, filter 518 of the current hub gets the event from the current hub's incoming event queue. Filter 518 
then increments the time-spent field of the envelope, which indicates an amount of time spent in queue. In step 1210, 
filter 518 adds a routing block to the event. Each hub that routes the event adds another routing block to the event. A 
format of two routing blocks is shown in Fig. 9. 

15 In step 1212, the current hub locates a "current" AdSource object that represents all the subscribers which are 
interested in the event coming from that particular AdSource. This will usually represent a least a cost path between the 
cunrent hub and the subscribers, (note that the described embodiment does not reroute once an AdSource data struc- 
ture is established. The AdSource object is located by either searching all RemoteAds for the current hub (if the event 
came from a publisher attached to the current hub) or from searching the AdSourceRef list for the neighboring hub (if 

20 the event came from a neighboring hub). Steps 1216-1222 send the event to one or more subscribers. Steps 1216- 
1 222 are performed for each sink object attached to the AdSource. Thus, steps 1216-1 222 are performed for each sub- 
scriber that has asked to receive events of the type being routed. 

If, in step 1216, the time-to-live for the event is less than the time-spent field off the envelope, then the event has 
expired and is not routed further by the current hub (step 1218). Otherwise, in step 1 220. filter 51 8 determines whether 

25 the event has contents that fall within parameters specified by the subscriber. The subscriber specified the content filter 
at the time it subscribed to the event type (see field 774 off Fig. 7). For example, a subscriber may have requested to 
receive only those SalesEvents having where the customer lives in Los Angeles. If the event has values in the range 
specified by the subscriber, then the event is sent to the subscriber in step 1222 (either directly or by way of its hub, as 
described below). Each subscriber may have specified a different content filter (or no content filter). For example, a first 

30 subscriber may have specified that it wishes to receive SalesEvents where the customer lives in Los Angeles and a sec- 
ond subscriber may have specified that it wishes to receive SalesEvents where the customer lives in San Francisco. In 
this example, it is possible that the event will match the first subscriber but not the second subscriber. 

In step 1222, filter 518 sends the event to the matching subscriber. The subscriber may be a client of the current 
hub, in which case the event is sent directly to the subscriber. Alternately, the subscriber may be connected to a neigh- 

35 boring hub. either directly or indirectly If a matching subscriber is connected to a neighboring hub. the current hub will 
route the event to the neighboring hub (unless the neighboring hub is the hub originating the event, as determined from 
field 802 of the envelope, see Fig. 8). The current hub also will not route the event to a hub that has already seen the 
event (as determined from the routing blocks attached to the event, see Fig. 9). 

In the desaibed embodiment, the current hub only routes the event to a neighboring hub a single time, even if the 

40 neighboring hub has nrtore than one matching subscription. Thus, if subscription object 651 of Fig. 6(a) matches the 
event, the event is fbnvarded to neighboring hub B. If subscription object 652 also matches the event, it is not necessary 
to forward the event to the neighboring hub B a second time. When neighboring hub B receives the event, it also will 
perform the steps of Fig. 12 to determine whether any of its client subscribers match the event. 

Fig. 8 shows a format of an envelope data structure of an event. The preprocessor of Fig. 5 adds an envelope to 

45 an event received from its subscriber before the event is published. An envelope is associated with each event and 
includes an origin hub 802. an adname 804, a publisher name 806, a territory name 808. an initial time stamp 810, a 
time to live 812, a priority 814, flags 816, and a time spent field 822. Flags 816 are unused in the described embodi- 
ment. In an alternate embodiment, the flags may indicate, e.g., whether an event is "persistent" or "transient." 

Fig. 9 shows an example format of two routing blocks of an event. Each hub adds a routing block to an event that 

50 it routes through itself. The API also includes a get_current_routeJn1b routine that returns information about the actual 
route that an event took to reach a certain subscriber. Routing information is stored by the system as linked list, one 
entry for each hub visited. Each entry includes: an outgoing time stamp for the current hub. a hub name of tiie current 
hub, and a territory name of the current hub. The routing information optionally includes a sixty-four bit sequence 
number initially assigned to the event by tiie publisher. 

55 

V. Territories 

Each territory 130 and 140 of Fig. 1 is a collection of hubs with a common event dictionary. Territories reflect organ- 
ization, and are not necessarily tied to geography or direct physical connectivity. In the described embodiment, all hubs 
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within a territory must he fully connected, because advertisement information is not forwarded aaoss territories. Thus, 
there is always some path, although it may be indirect, between two hubs within a territory without having to leave the 
territory. In a preferred embodiment, hierarchies of territories exist in which lower level territories Inherit the event dic- 
tionaries of their parent territory For example, a corporation may choose to have a territory for each sut>sidiary with all 

5 of them understanding certain "corporate everrts." 

A hub preferably may belong to only one territory When a client (a publisher or a subscriber) connects to a hub, it 
specifies to which territory or territories it belongs. A client must belong to a territory because the meaning of an event, 
for exanple a SalesOrder, may be different in different territories. In the described embodiment, each hub has a prede- 
termined default territory that is used if the application developer does not specify a territory 

10 In an alternate embodiment, multi-territorial hubs are especially useful for inter-company communication. Two com- 
panies that decide to communicate using the described embodiment of the present invention may set up a joint temtory. 
agreeing upon some event types and a format to be shared. The hubs connecting the two conrpanies will only fonward 
events of this joint ten^itory since the territory information is kept as part of the advertisement, as described below in 
connection with event routing. 

75 

VI. Database Connectivity 

Fig. 13 is a block diagram of a data base application 1302 incorporated into the network 120 of Fig. 1. Database 
application 1302, which includes a database library having interface routines 1304, allows users to access information 
20 in data base 1 308. Data base 1 308 can be a data base manufactured by for example, Oracle, Sybase, or Informix. The 
invention can be inplemented using any appropriate data base that is capable of operating in conjunction with a trans- 
action monitor. 

Fig. 13 also includes a transaction monitor 1306. Transaction monitor 1306 preferably is the Encina transaction 
monitor, manufactured by Transarc Corporation, it can also be, for example, the Tuxedo transaction monitor manufac- 

25 tured by Novell. Alternately any appropriate transaction monitor can be used to implement the present invention. A data 
base connecter 1310 having a data base library 1304 connects to network 120 to transmit and receive data from net- 
work 120. Data base connecter 1310 may include software performing hub functions or may connect to a separate hub. 
In Fig. 13, data base application 1302 sends information to data base 1308. Data base application 1302 also requests 
information from data base 1308 and displays that information in human readable form. 

30 Data base connector 1310 can he a publisher, a subscriber, or both. If data base connector 1310 is a publisher, for 
example, it may publish an event each time a value is changed in data base 1302. It could also, for example, publish 
events at regular time intervals, reflecting the data that has been updated in the data base since the last publication. If 
data base 1302 is a subscriber, it stores the information of events it receives in data base 1302. The described embod- 
iment includes a configuration file (not shown) for data base connecter 1310. The configuration file specifies, for exam- 

35 pie, whether the database connection will be a publisher, a subscriber, or both. The configuration file also includes, for 
example, a description of events to publish and/or subscribe to. TTie configuration file also specifies information con- 
cerning the layout of data base 1308. 

Fig. 14 is a flow chart 1400 showing steps performed when the data base is a subscriber. For example, as events 
are received from network 120, data from the events are added to data base 1302. Flow chart 1400 assumes that data 

40 base connector 1310 has already registered itself and its subscription(s), as described above. When an event is 
received by data base connector 1 310 in step 1 402, the data base connector maps and stores the data in the event into 
data base 1306. The data is not "committed" to the data base until the data has been completely stored in the data 
base. "Commitment" means that the data is actually entered in the data base. Until the changes to the data is commit- 
ted, they are kept in a temporary storage location. Thus, uncommitted data base can be "rolled back" and the data 

45 transaction cancelled at any time up until the "commit" operation is performed. During a "roll back" the changes in the 
data in the temporary storage are discarded and the data base is retained in its state before the changes were made. 
Under certain circumstances data base connector 1310 will not issue a "commit" command until a certain event is 
received. 

Fig. 15 is a flow chart 1 500 showing steps performed when the data base is a publisher. For example, as a human 
50 user adds, deletes and modifies data in the data base 1 302, data connector 1310 sends periodic events to network 1 20. 
In step 1502. the transaction monitor 1306 is informed that data base connector 1310 is a "node." TTie exact manner in 
which this step is performed will vary depending on the manufacturer of the transaction monitor 1306, but the step gen- 
erally is well-known to persons of ordinary skill in that art. In step 1504. the data base connector 1310 registers itself 
and its advertisement(s), as described above. 
55 Steps 1506-1512 show steps performed, e.g., as the user makes changes to data base 1308. When a data base 
transaction begins in step 1506. data base 1308 informs transaction monitor that a transaction has begun, using. e.g., 
X/Open's XA protocol. Transaction monitor 1306 informs data base connector 1310 that a transaction is occurring, and 
data base connector 1310 notes the transaction. In step 1 508, changes are made to the data base by the user, but the 
user has not committed the changes). 
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If. in step 1507, the user (or software making changes) indicates that the transaction should commit, this fact is 
communicated to transaction monitor 1306 in step 1510. Transaction monitor 1306 informs data base connector 1310, 
which pulls the committed data from data base 1308 and publishes an event including the committed data. Events are 
published as shown in Fig. 12. If, in step 1512 the user (or software making changes) indicates that the transaction 
should roll back, this fact is communicated to transaction monitor 1306. Transaction monitor 1306 informs data base 
connector 1310, which 'Ibrgets" about the changes of step 1506 and does not publish an event. Thus, the described 
embodiment takes into account the commitment and roll back operations common to commercial data base operation. 

In an alternate embodiment, where the data base product 1302 used does not include a transaction nnonitor, data 
base connector 1310 can act as a transaction monitor when connecting with data base 1308. Data base connector 
1310 still acts as a publisher and/or subscriber in this configuration. Data base 1308 thinks that it is connected to a 
transaction monitor, when it is really connected to data base connector 1310. 

VII. Summary 

In summary, a preferred embodiment of the present invention includes a plurality of "publisher" entities, who publish 
information, and a plurality of "subscriber" entities, who request and use the information. Publishers and subscribers 
are connected to each other through a network. The network is a "store and forward" network whose routing is "content- 
based." 

In the described embodiment of the present invention, the basic quanta of information is called an "event." Publish- 
ers publish events and subscribers subscribe to events that match criteria defined by the subscriber. Publication and 
subscription are performed asynchronously. Publishers and subsaibers do not have direct knowledge of each other. 
The system receives published event from a publisher and routes the event to all appropriate subscribers. Each sub- 
scriber is guaranteed to receive all events published on the system if, and only if, they match the subscription criteria 
specified by the subscriber. 

The described embodiment of the present invention makes it easy to integrate legacy systems, legacy applications, 
and legacy hardware into the system and attempts to minimize tiie amount of information that a user must learn to use 
the system. A legacy data base can be added to the network by way of a data base connector, which can be a publisher, 
a subscriber, or botii. 

Other embodiments will be apparent to tiiose skilled in the art from consideration of the specification and practice 
of the invention disclosed herein. It is intended that tiie specification and examples be considered as exemplary only, 
with a true scope of the invention being indicated by the following claims. 

APPENDIX A 
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Thf System Ev«ms 



tiw appeinxKX cf beiog 6esaoyvi (ill IDL opendaas throw OBJECT.NOT.EXIST) 
even diougb detD*up miy cGOUzxue iwhile. 

Duhng destructiao. tbe fanb daa stoe is kept in a cnn^ttrnr stale. If the server is 
sfanttkywn during tbe middle cf destnictioc. it can pick up wbere it left c£F wfaen tbe 
server reactzviiBS. 

Xbe order d object de &t i u c ii oa ia ixnporcanL First the filter is liiyonnfcted from tbe 
iaxxning Eveni<hicoe »J die preprocessor 

the number o£ calls iiso die hob so d»y win deactivaie easily. Next die K nnrr'Hnh 
object is desooyod Sixioe dkere is DO destroy op«k» en dia^ 
oaed (see NeioKiHabnoameO). Fvdxr '^^^'^tm^^ at tbe fanb mnst wait until diese 
objects arv destroyed becaose diey may have dneads Qsing Oknl objects^ 

Ate 00KB A objects are desm^ die itsnainxttg Ci^ objects and persi^ 
is (jrif^M Hzudly. dse hub is removed from die KibServc^ianager. 



6.0 The System Events 



Twenty*tfaree system events are used to ocDmnmicaae between hubs. Hiey share some 
c£ tbe header scractnre cf oonnal events, bat are o d i ciwia e totally di£BGreBt aad 
processed octside of tfae nonnal event code path. 

The system evem smictsre is defined in iociode^xs.syspackPJih: 

typ«<tef struct nxaSyfBBvntBaa d a r ( 

njuOIon? XttngUi; Byt* I«ngrch of tha event 

nxsOLon? magic jsunber; ns«d to detect bogtzs events 

lucatJLoDg n«xua_yersioo; Nexua version mxaber 

nxsCJLoAg routiAgjoff set; njcaeventBoutingtotry 

tixsULong »y»^eveat__type? NXS_SYS_EVEWT_* 

ojcsULong data^offaet; String data 

) nxaSystemEvent Haadar; 

Hie vafatts for sysjevcot.cype can be fomd in trmsportteb/syseveatJih. All system 
event la oc e ssiug code is declared in oexssfaubiih (as methods of NexosHnb) aod 
defined m sysevenLoc 

the sysra evcat data is a ssins mmprwtd of spaced separaied tokens. The possible 
fiotzna aret 

string string of any chancers except <spaDe> and oxq1> 

/string/ astringof anycharKne3Bcept^_C€37)sarroondBdby^. C057) 

long a signed 32-bit vahie 

ukng an unsigned 32-bit valoe 
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Tb« Systm Ewnts 



Ob'pa refieicaoes aze trsnsfered in smxigified fonxL 

System evens ne used for seveni styks d commmiicatiaQ. During ccnDeoioc 
estibiuhzDoiu system events are osed ts peer-to-peer messiges. These events ire not 
seen by odaer fasbs. Most cte events afbct the sute d the tenitory md mjy be 
forwarded tfarougbout the tenitory fftft. A £ew events may be sem from a fanb to itself. 

NX5_SYS_EYEKT_C0NNBCT_HUB 

/serin?/ Sftruling bub aame 

/srrin?/ Sftnding bub territory 

scrlA? Sending bub Inoaming Z^rentQueue : : PudbConaxzoar 

uXong E^aosivlng bub's oosc 

ulong Sending hiib' $ cost 

This event is sent as a lesolt of a call to NexnsAdmm-HnhAdminu-armfnHnfa. The 
sending hub has already oeaied the Keigbbor and EveoiQueDe for die mnnrrrinn The 
receiving bob does likewise when it receives die system cvenL Note dm die sending 
hob alxeady has the itywniw^ EvcnfQneaeczPasbCoQsmser of the receiving via an 
azg:ument to NexosAdmTii''HTihAdmin::connncJTTiib* If this is tfae first coonectian for 
dK receiving hob (it is joining a lecxiiory), den it needs to get die ietntory*s shared data 
(event types, etc). System events axe nsnd to request dixs infonnatkn firom die aeafing 
hob; NXS,SYSJVENTJ^UEST.JVENTrYPES. and 

NXS^SYSJVBSTJtBjgUBSJyjyV^Xn^^ if the fanb is alxeady a 

r^***7^h^ of tfae teiriMry. it sends ttt ront^ 'to tfae u s n d cx with 
NXS SYS_EVENT_HEW JMXJTES, The r ec eiving nub always requests rouses from 
die soder widi KXSJSYS,.EVEKrj^UE5TJU)in£S. If ds oonnectian cmoot 
be created, for CTsnipto tfae ttiritoiy name is wrong, the leoexver sends a 
NXS.SYS.EVENT.C(»WBC:rj;AILED. 

r4XS.SYS.EVENT.C0MI&CT.FAlLED 

/string/ Sm^AXnq bub anas 
/string/ S«Dding bub t«rxitory 
/string/ Baa son for ooonection f&ilure 

NXS JSYS.EVENT.IXSCONierT.HUB 

/string/ Sending bub nmm (or n«igbbor name) 
/string/ Sending bub territory 

'nussystanevettcanbeaeattosetforiotnodierfanb.Senttoself asaiesnitofcall lo 
NcstDS^^dflmiH^&ibAidiD^BH^bioQonBCt^lBbi l& tfajs cssc« tfae first azgomcnt ts tfae n^om 
of tfae ncigjhbor bub* bob sends a sm&lar event to tfae iKigbbor (oontaiung tfae name 
of tfae sencfing fanb) and does a rnrninrtinn shutdown. This may canse tfae following 
system events to be seac NXS.SYS.EVENT JAIL SUBSOUFTIONS. 
NXS,SYSJVEOTJ)ELEI^,yO UIES. wd 
NXS.SYS_EVENTJ>EI£T£.^VERTISEMENTS. One die rrawfcrinn clean-np 
events arc scot, a NXS.SYS_EVENT JND_OF.STREAM is dclivexod. 
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ThiSysttmEvtots 



Tbe sequeoce of events is tbe sime oo tbe oeighbor hub recdvug 
NXS.SYS.EVENT,DISCDNNECr,HUB. 



10 NX5_SYS_EVEMT_END_0F.STREAJyi 

/string/ Sending hub name 

/string/ Sending hub territory 

Trv4v-jiiMc 1^ Ust event to be seen on i coaaecdaL CVtn up dm stniuuie^ 

15 

NXS„SYS.EVENT_REQUEST_EVENTTYPES 

/string/ Sending hub naam 

/string/ Sending huh territory 

Scai event types to tbe seaier with NXS_SYS_EVENT_NEW.EVENl l YPt.FILES. 

20 

rCCS_SYS_EVENT_NEW_EVENTTYPE_,FTLES 

long NuBber ot files F 

long Nmtber of types r 

Repesfd r ciMs: 
/string/ .nexus file contents 

/struig/ .ifr file contents 

Repeated r tlaes: 
string Cwnt type naae 



Load tbe IFR ind NdcDS files into the IFR md oeaed the given 

is loi w iid e d to all awgwn tnl irig> i UMi rii rpi tbe sender mad nrtghhnri who hsve 

alresdy seen the event 



FOCS_SYS_EVBIT_FORWARD_EVBCrnrPE_RLE 

uloog Kddreea of Ev«atTyperil« state 

long Nunber of ev«ot types r 

Aepeaced r tlaes; 
string Event type me 



Send tbe event type fife sod event types lo ail o iBn tnl neighbon. Only sent to self 
wfacn CYcnttypes tst creaicd ort^xlaied. 

lOS.SYS.EVEia.REQUEST.ADVERTISEMefTS 

/string/ Sending bub naae 

/string/ Sending bub territory 

Deliver all advemseaaents to the sending hub widi a 
WCS_SYS..EVEOT_NEW_ADVEKriSEME>rrS- 

NXS.SYS.EVENT.NEW.ADVEirnSEMENTS 
long Hmber of advertiscotents A 



55 
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Repeated A cijnes: 




Advortise&ent nana 


/ string/ 


Event type naofi 


long 


Priority 


string 


Storage mode; ^p" or for persistent or tran- 




sient 


along 


Tiae to live (seconds) 


/string/ 


Originating hub name 


/string/ 


Originating bub territory 



Create RemoccAds^or the Usted •dvcniseaiems. The originarmg bub is where the 
advertisement'Wts aeased. The system eveoi is focwtcded to tU coonected oeighbors 
exceped the scDder'tDc^neighbcn who hxve alzeady seen the evem. 



NXS.SYS.EVEMT.CONNECnON.REAOY 

/string/ Sending hub name 

/string/ Sending hub territory 

The srfvimg bub b ready to use the connftoinn If the receiver is also ready, it replies 
wirii ■ NXS_SYS.EVEOT_OONNECnON_READY. If the connectioD is already 
established the synem eveoc is tsoond. 

NXS.SYS.EVEKT.FORWARD.AOVBrnSEMENT 
string Advertiseaeat atmm 

Send the tuooed advexdseiseat to all rirnnfi ird ueigfaban. Only sent to self when 
advertiseQients arecreaied. 



NXS.SYS_EVENTj::HANGE_ADVERnSEIiEMr 

/string/ 
/string/ 
/string/ 
long 
string 



ulong 



Advertisensnt 
Originating hub naaa 
Originating hub territory 
Priority 

Storage node; "p* or *t' 

slent 

Tiae to live 



for persistent or tran- 



Updtiedie 
toaU 



RcmoieAd with the pvea vafan. The system evem is forvarded 
neishboR eaoepc d>e sender and bnbs that have tbeady seen the event 



NXS.SYS.EVEKT.DELETE.ADVEimSEIiBITS 

long Number of Advert laenents A 

Aepeaead A Clnes.* 
/string/ AdvertiseoMnt nana 

/string/ Originating hub name 

/string/ Originating hub territory 



A -H 



19 



EP0 806 731 A2 



Tht SystMti Events 



5 



Delete tt» issocuted RonoceAds sod idited diti stroctures. Sem by the ohginadng 
bub wtm «a advertisemeat is deknL Tbe syuem eveu is forwarded to all coooected 
Qcighbon except the sender aui bubs that have alxtady sees the event 

NXS_SYS_EVEMT_REQUEST_ROUTES 

/string/ Sendin? hub aaae 

/striaq/ Sending hub territory 

Ddivcr all routing infomanoQ to sentier with NXS.SYS_EVENT_NEW_ROUTES. 

MX5_SYS_EVEMT_NEW.R0UTES 

bTimber o£ routes R 

Advert iscsDenr name 
Originating hub name 
Originating hub territory 
Cost 

Reconi the czisaence of a rooiB from the sender 10 tie gh«a advertisemeD^ 
cosL AdSoisce objects are creaed aod if this is die fim roue lo die adveitisemeflC tbe 
local dieots axe ^winM for subacopdoa ^••rh^ Xhu may result ia a 
NXS.SYS.^VENTJJEW_SUBSC3UFnONS to die sender of 
NXS.SYS.EVEKr_NEW_R(XrreS. Eadi nxoe b coosidend scp«iely for 
f ia w iudius . The route is not fu w at ded to die sendee die orig^oatiof bub* or to a fanb 
diat has already seen de cvenL Hg route a ooly foi waid e d if it ia de firtt route for d>e 
ReocKAd. or it is die aeooad rooK md die drtfiinrim bob ts coocot rone provider. 
Tbe coat fiekl of de f orwanfed ev« b DKzenKDied by dK COM of die cooiKctn 
which the event was received. 

Tins system event may mait die end of mnnrrrtnn sett^. If ds eveot came fiom a 
fipijKiw that b not yet folly iimnw. t rd , 

35 NXS.SYSJEVEOT_CONNECnW_READYbsemtodienrigbbot 



long 

/string/ 
/string/ 
/string/ 
long 



NXS_SYS.EVBfr_CHAIIQE.ROaTES 

long Mixnber of route changes R 

/string/ OriginAtixig bub naae 
40 /string/ Originating hub territory 

A«p«aced R tiams: 
/string/ A^rtis«Bient nana 
long Coat 

C3iange dte cot of a route. Had da mitrhing BemoteAd and AdSource and update its 
4S cost vahK. Tbe system event b forwvded to aU connrrtM nei^ibon except die sender 

and neigbbor wfao have abeady seen die event 

KXS_SYS.EVEHr_DBLETH_ROaTES 

long Kumber of roxztea R 

g0 R9p%»fd R tijnms: 



55 



20 



EP0 806 731 A2 



Urn SfJtmn Ewnts 



/serin?/ Advetxisefoent name 

/9truig/ Originating hxOi oaae 
/string/ Originating hub territory 



Delete the routes (AdSource) far the given advexTisemeats (RemoteAd). Any 
subscriptiGas which were fed by ±mx route are failed. This mty result in 
NXS_SYS_EVE>nr.FAIL_SUBSCRIPnONS sent to neighbon who hive 
subsaipQoos legiscred for the adveitiscmenL Forvirding of each dclffted route is 
considered sepanteiy tod only if the list rouK to the advenisement was delgted. The 
system event is oa farwtided to the sender or the originaring hub. 



NXS„SYS_EVEKT_CHANGE_CONNECTX>N 

/string/ Sending hub naae 

/string/ Sending hub territory 

long Delta to sending tnsb's connection cost 

Update their cost for the cooDfictioQ. 

NXS.SYS.EVEKT.NEW.SUBSCnPnONS 

long Kmber ot subscript ioos 5 

itepeaced 5 tlM^; 

/ string/ Advertisement nana 

/stziMq/ Advertlaement hub nam 

/string/ Advertis«a«it hub territory 

/string/ Filter expression 

ulong Owner id in sender 

ulong Subscription id in sender 

Register subsczipdoos from the sender «gtinst the given advenisenienB. Create a 
Sobacripdoa on the sending netghbor and leU the ReokoieAd abott 
eOs the cuueui AdSomce which cream a Sink for the Neighbor (if oik does not yet 
exisO. The Sink adds a SobscrxptianRcf for the Snbaoiptioa. 

if the advcniscaiect is finom another hnb, forwvd a sysiem event for the new 
sobacripdoB to die orighbnr snpplying die iwiimii raoiB, 

The owner and sobKatipdon kb are used to kxaae dbe subacii^^ 
and 10 identify it when it fails. 

If there is a £ufanc during *^ '^ ^ 'r i p Ki registzvtian, an 
NXS.S YS.EVENT J^AIL.SUBSCRIFnONS b retur ne d to d» sender. 



NXS.SYS_EVBa.CAIICEL_SUBSCRIPTX)NS 

long Hixnber of subscriptions 5 

Repeated 5 times: 
ulong Owner id in tender 

ulong Subscription id in sender 
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Msctttantous 



r^fv^l tbe iisttd subscripdocis. This event can be sent torn self or a ncighbar. Rmove 
ail rtfereoces to ttv sabschpdoa from all cuncnt AdSouxocs. Ttus should <ieJe(e ail 
refotoce to the Subscripdoo by Sink owned SubscripciooRefs. The cancel is fcrwaided 
to ali Dcigfabors which could possibly feed the snbscrtpdoo. 

NXS.SYS_EVEMT_FAIL_SUBSCRIPnOflS 



long Nimber of Calluras 5 

Repeaced 5 c lines: 

'along Owner id in receiver 

xilong Subscription id in receiver 

/string/ Bub name where failure occurred 

/string/ Territory wbere failure occxirred 

/string/ Failure reason 



Kemove reference to the sabscripdoos from AdSouices. The subscripdoa itself is oot 
affected by the faihne. If the subscripdoa was from a neighbor, the faihue is forwarded 
bKk to the originanng hub. 

NXS_SYS.EVENT_FORWARO.SUBSC«lPTK)N 

ulong Client id 

ulong Subscription id 

Forward (he new sobsoipdoa to neighbors which can feed it Tell all mirhing 
RemotcAds abom the SDbvzipdaa. Each ReoKxeAd idb its co^ 
aeaies a Sink for die Okm (if one does not yet exist). The Sink adds a SubscripdanRef 
for the SubKjipdaoL Send a NXS_SYS..pVENr JiEW_SUBSCRIFnONS to the 
cQcau source for each noo-kxal RemoteAd. 

NXS^SYS.EVENT.OEIETE.EVEKTTYPE 
string Event type aaae 

Destroy cbe event type. Hie synem event is f orwvded to all rmirnrd nei^xbors 
except die sender and hobs that have already seenihe event 



7.0 Miscellaneous 



7.1 Event Content RItering 

The fanb uses die same filtering code and API as the Nexus client When a 

subsoriptian is registerBd, the aooompinyiiig filsr expression is run through 
nxsCreatcBlter to create a coniost filter. Tlie bub is r-rm^M with a vcnks of the 
filtering Hfanry which allocaies filters firom FBeap of miUoc. TIk r r iattmr u fjift^ 
is recorded in die Subsoipdon st«e. When dieie a a pottsuial Diaich between an event 
and d» subsoipcioa nxsHUerEvent is called to check for a match. An empty filler 
exprtsioa matches all events. 



Claims 

1 , A methcxd of connecting a data base to a publisher/subscriber network, so that the data base can publish events to 



22 



EP0 806 731 A2 



the network, the method comprising the steps, performed by the data processing system, of: 

providing a link so that the data base can communicate with a data base connector computer program by way 

of a transaction monitor conputer program; 
5 setting up the data base connector as a publisher hub in the network; 

receiving Input, by the data base, from a user that alters data in the data base; 

informing the transaction monitor that the data has been altered; 

receiving Input from the user indicating that the altered data should be committed; 

informing the transaction monitor that the altered data is committed; and 
10 sending, by the data base connector, in accordance with a message from the transaction monitor that the data 

is committed, a published event to the network in accordance with the altered data. 

2. The method of claim 1 , further including the steps of: 

15 receiving Input from the user indicating that the altered data should be rolled back; 

informing the transaction monitor that the altered data Is rolled back; and 

refraining, by the data base connector, from sending the altered data to the network in accordance with the roll- 
back. 

20 3. A method of connecting a data base to a publisher/subscriber network, so that the data base can subscribe to 
events to the network, the method comprising the steps, performed by the data processing system, of: 

providing a link so that a data base connector computer program can communicate with the data base; 
setting up the data base connector as a subscriber hub in the network; 
25 receiving, by the data base connector, an event from the network; 

sending, by the data base connector, data in accordance with the received event to the data base; and 
committing, by the data base connector, the data in the data base. 

4. The method of claim 1 , further comprising the step of: 

30 

sending the event, by the data base connector, to one of its neighbor hubs, where a data structure In the data 
base connector Indicates that the neighbor hub is on the least-cost path to a subscriber for the event. 

5. The method of claim 1 , further comprising the steps of: 

35 

receiving an event by the data base connector; 

determining, by the data base connector, In accordance with a data structure of the data base connector, that 

the data base has subscribed to the event; and 

sending, by the data base connector, the event to the data base. 

40 

6. The method of claim 1 , further comprising the step of: 

receiving an event, by the data base connector; 

determining, by the data base connector, in accordance with a data structure of the data base connector, that 
45 a neighbor hub is connected either directly or indirectly on the least-cost path to a subscriber for the event; and 

sending, by the data base connector, the event to Its neighbor hub, so that the event can be forwarded to the 
subscriber. 

7. The method of claim 1 , wherein the sending step includes the step of: 

50 

sending an event, by the data base connector, to one of its neighbor hubs when a data structure in the data 
base connector indicates that the data base subscribes to events having the type of the event. 

8. The method of claim 1 , wherein the sending step includes the step of: 

55 

sending an event, by the data base connector, to one of Its neighbor hubs when a content filter in a data struc- 
ture of the data base connector indicates that the data base subscribes to events having values found in the 
event. 
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200 

S 



202 



Define one or more 
events (use OMG IDL) 



Compile the IDL to 
204 structures in the C 

programming language 
(including header file 
and code generation 
file) 



206 



Install advertisements 
for event(s) in hub 
connected to the 
application 



FIG. 2 

Installing an Application (Publisher) on a 

Hub 
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300 

S 



302 



Register client and 
register publications 
against a pre-installed 
advertisement (step 
206) with hub 
connected to the 
publisher 



304 




Create the event (fill 
in structure) 



306 



Publish unpublished 
events 



308 



Destroy the published 
events 



310 



Publishing Events 
FIG. 3 




Unreglster publication 
and client 



314 
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400 

S 



Register client and its 
402 subscriptions with hub 
^ connected to this 
subscriber (a 
subscription can include 
a content filter) 



404 



410 



Tell the hub to alert 
subscriber when an 
^n] event occurs (i.e.. 
register callback 
procedure for each 
subscription) 



Unregister client and 
subscription 



408 




Callback function 



► 



Do something 
with received 
event 



406 



Subscribing to Events 
FIG. 4 
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The following gives the important data fields of the classes in the diagram 
(of Fig. 6(a)). 

Client: name, id, event queue, event queue pushconsumer, Subscription 
list, publication list 

Neighbor; name, id, event queue, event queue pushconsumer, 
AdSourceRef list. Subscription list, my cost, their cost 

AdSourceRef: pointer to AdSource 

RemoteAd: name eventtype name, priority, storage mode, time to live, 
originating hub, originating territory, AdSource list, current AdSource 

AdSource; Sink list, cost 

Sink: SubscriptionRef list 

SubscriptionRef: pointer to Subscription 

Subscription: eventtype name, filter expression, owner id, subscription id, 
reference count, (for remote subscriptions: neighbor owner id, neighbor 
subscription id, ad name, ad originating hub) 



FIG. 6(b) 
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Installed advertisemsnts for thio hub 



700 



Advert 
Name 


Event 
Description 


Freq of 
Publication 


Event 
Type 


Priority 


Time To 
Live 















Registered clients of this hub 





734 


736 


737 


740 


742 




Application 
Name 


User 
Name 


User 
Password 


Hub 
Name 


Territory 
Name 


Flags 


Client 
ID 

















730 



Registered publications for this hub 
764 



760 



Client 
ID 


Advert 
Name 


Publication 
ID 









Registered subscriptions for this hub 
774 



770 



Client 
ID 



Content Filter 
Info (if any) 



Event 
Type 



Subscription 
ID 



FIG. 7 
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Origin Hub 



Advertisement Name 



Publisher Name 



Ten'itory Name 



Initial Time Stamp 



Time To Live 



Priority 



Flags 



List of Subscriber IDs 



Body of Event 



Time Spent 



FIG. 8 
Envelope Format 
of Event 
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Sequence Number 



Time Stamp 



This Hub's Name 



This Hub's Territory 



Sequence Number 



Time Stamp 



This Hub's Name 



This Hub's Tem'tory 



FIG. 9 
Routing Blocks of an 
Event 
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1002 



Distribute information 
about hub connections 
among hubs 
(Create neighbor 
objects) 



Connect hub 
Connection failed 
Disconnect hub 
Connection ready 
Change connection 



1004 



Distribute event types 
among hubs 



1006 



Distribute 
advertisements among 
hubs 

(Create RemoteAds) 



Request event types 
New event types 
Forward event types 
Delete event types 



Request 
advertisements 
New advertisements 
Fonward advertisement 
Change advertisement 
Delete advertisement 



Distribute information 
about routes among 
1008 hubs 

(Create AdSources, 
AdSource Ref List 

entries) 
(Choose a current 
AdSource for each 
RemoteAd (Least cost 
Path)) 



Request routes 
New routes 
Change routes 
Delete routes 



FIG. 10 1010 
Populating 

Data 
Structures 

of Hubs 



Distribute subscriptions 
among hubs 
(Create sinks) 
Each hub passes 
subscription back 
along least cost path to 
publisher) 



New subscriptions 
Cancel subscriptions 
Fail subscriptions 
Forward subscriptions 
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1106 




route 
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1202 



1203 



Receive published 
event from publisher 
attached to this hub 



Receive published 

event from 
publisher attached 
to neighboring hub 



1204 



Preprocessor of hub 

adds envelope to 
event and verifies that 

this type of event is 
registered 



1206 



Preprocessor of hub 
places event in hub's 
incoming event queue 
(which throws away 
duplicates) 



1208 



Filler gets event from 

incoming event 
queue; increments 
time-spent field for 
this event (time since 
published) 



1210 



Filter adds routing 
block to the event for 
this hub 




FIG. 12 




Extract cunrent 
AdSourcefor this 
publication in this hub 
(via remoteAd or from 
AdSource) 



1216 




! Throw away 
event (only 
\ for his 
' subscriber. ; 
I Check 
I content | 
! filters of all * 
I subscribers) ; 



1222 



Send event to each 
neighboring hub 
connected to a 
subscriber sink object 

(except for the 
sending hub and hubs 
that have already seen 
the event) 
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Transaction Monitors 




FIG. 13 
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1400 



1402 



Configure data base 
connector as a 
subscriber 



1404 



Event anives 



1406 



Data base connector 
stores data into data 
base (and commits) 



FIG. 14 
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1502 



1500 



1504 



Inform monitor that DB connector is a node 


1 





Configure DB connector as a publisher 



1506 



1 3 

When transaction begii 
-DB tells transaction nr 
-Monitor infomis DB c( 
-DB connector notes s 


ns: 

lonitor 
Dnnector 

tart of transaction 


, : 





1508 



User makes changes to DB 



1507 




s r 

-DB tells monitor of commit 
-Monitor informs DB connector 
-DB connector "pulls" data from DB 




FIG. 15 
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